Led by Tim Barette

Parenting in the Digital Age Computing Teacher &

Independent Consultant




e Exploring children’s digital lives

* Considering online risks

In this session:

* Pointing to resources and support for parents &
carers




Main themes

* Communication is key
* Explore the online world with your child
* You don’t need to be a tech wizard

e Parental controls are useful, but not the answer in
themselves



Quiz Tirmne!

Who is
MrBeast?

What is a
sweaty gamer?

What is a
sandbox game?

What are
Robux?

What is a loot
box?

In Snapchat,
what is Ghost
\Y[oYs [=¥




Safe, Smart, Social

Safe — Up to 6 years (the walled
garden approach)
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loosen restrictions building
— Social — Restrictions are lifted. More
f;‘ Iﬁl freedom to explore. More likely to
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take risks and for things to go wrong.



What children see online

Inappropriate, hurtful or harmful content.

Reliability, bias & commercialism.

Q Live comments and chats.
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Online Behaviour & sharing

Impact of my online activity; how do others perceive me?

Who can view and share my information?




Contact

Online Communication

o Unwanted contact, grooming.
Q Cyberbullying, peer to peer pressure.
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What is the online

world like for young P\ z
people?




Focus on Screen Time

* Not all screen time is equal
* No ‘one size fits all’ for families

Does device use interfere with what your family want to do?



Persuasive Design

* Notifications

* Autoplay

* Endless scrolling

* Pressure to communicate instantly

* Dopamine hits



Practical steps...

* Modelling good example

* Agree device free zones

* Use tools to set digital boundaries

* Recognising when device use is too much’
* Is screen time the best reward?

https://www.internetmatters.org/resources/screen-time-tips-to-support-7-11-year-olds/



https://www.internetmatters.org/resources/screen-time-tips-to-support-7-11-year-olds/

How to create Internet.
an environment
for kids to talk

1 Talk early and often

(]
= Talk with children from an early age to
make it easier to maintain good

communication

Hawve bitesized conversations that are
relevant to them

2 Choose the right time
= Choose 1o talk when you are due Lo spend some time
together, like over a meal or during their bedtime routine

= Bring digjtal experience intc normal, everyday
ConvYersalions

3 Open up and share too

s Madel the behaviour yeu want them to show by sharing
about your day

* Be open and encouraging to make them feel supported

4 Create a safe space for your child

= Ask open-ended questions

= Ensure that your child feels listened to rather than
cornered

= When they start talking, hold off with guestions and
really listen

‘ ‘ = Be preparad, calm and patient wath them

internetmatters.org/resources/guide-to-encourage-kids-to-share-their-digital-lives/



https://www.internetmatters.org/resources/guide-to-encourage-kids-to-share-their-digital-lives/

Conversation Starters

What is it that you like
about this....”?
(e.g. app/website/game)

What can we do as a
family to help keep each
other safe online?

Are there any updates/new
features to your favourite
apps/games? Can you show
me how they work?

What would you do if..?
(e.g. you watched a
worrying video, you were
sent a mean message)




Looking ahead...

“You can download that app, but first we should have
a chat about you being safe while you’re on it.”

“There’s a few things we need to talk about now
you’re getting/have got your first phone.”

talk.iwf.org.uk/talk-to-your-child/

nspcc.org.uk/keeping-children-safe/support-for-parents/pants-underwear-rule/



https://talk.iwf.org.uk/talk-to-your-child/
https://www.nspcc.org.uk/keeping-children-safe/support-for-parents/pants-underwear-rule/

0-5 years
* Explore apps and games together

* Try out some online safety activities
together

Resources

Digiduck Stories

A collection of five stories created to help
parents and teachers educate children
aged 3-7 about online safety, with
accompanying teaching activities.

swiggle.org.uk/

internetmatters.org/advice/0-5/



https://www.internetmatters.org/advice/0-5/
https://swiggle.org.uk/

reate a Family Agreement
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Family agreement

) .

(}>) Getting started

= What do we enjoy doing onling?

= What apps. games and websites do we use the most?

= What devices, tech, toys or games do we have with
intemet access?

= Do we dready have amy rules about use of tech we want
to include inour family agreement?

L_L} Managing time online

= How long do we spend on our devices?

= How does it feal whien we usa tech for too long?

= How do know when our screen use is interfering with
family life?

= What can we do io help avoid cverusing tech?
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'\';,5} Sharing

= What is or isn’t okay to shame online?

= What should we check before posting images and
videos anbne?

= How do we keep personal informaation belonging to
ourseives and others safe?

= Do we need a family email address to use when signing

up to new accounts?

= Do we know how to usa privacy settings and strong

passwords, and why these are important?
= How canwe ussa features like eestreaming and
disappearing content safsly?

= .
& Online content

= What can we do if we saa something online which
s=ems unrelable or untnustwartiny?

= When is it okay to downipad files, games or apps, or

chick on a link?

= Do we know what the age requirements, or ratings, on

the games and apps we usa meaan?

= Do we nesd any restictions on making in-game o
in-app purchases?

= Which websites ane okay for us to usa?

at simple

ions below to help guide your
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'\;.:‘ Communicating online

= Whao can we talk/chat/play games with online?
Do we orily know them anine, or offine too?

= How can we keep ourselves safe when communicating
with people who we only know onling?

= How can we be a good friend when we am onling?

& IF things go wrong

= What can we dao if we feel uncomiortable or upset by
aything we s=e or hear onfine?

= What should we do if someane we only know onling
asks us for photos, to mest up, or to share personal
information?

* Do we know whers the report and block buttons
are onlins?

/:}f .
(&) To finish...
= How could parental conirols help our family?

= What will happen if one of us breaks the famiy agreement?
= When should we review our family agreement?

s you can take going forward.
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askaboutgames.com/poweruppact

childnet.com/resources/family-agreement/



childnet.com/resources/family-agreement/
askaboutgames.com/poweruppact

Roblox Guide for Parents

* Players have their own property and a virtual
toolbox for building.

* You can earn currency (Robux) to buy stuff
and get new skills, tools and materials.

* You can meet, play, chat and collaborate on
creative projects with other members.

* Roblux does offer a parental login — useful to
keep an eye on things.

waynedenner.com/blog/roblox-a-guide-for-parents/



https://www.waynedenner.com/blog/roblox-a-guide-for-parents/

Epic Game Store Parental Controls

* Games include Fortnite, Fall Guys and
Rocket League.

* U13s will have a cabined accounts —
provides limitations over purchases & chat.

* Parental consent will need to be provided
to access these features.

* To use parental controls in the Epic Games
Store you’ll need to setup a PIN.

internetmatters.org/parental-controls/gaming-consoles/epic-games-store-parental-controls-guide/



https://www.internetmatters.org/parental-controls/gaming-consoles/epic-games-store-parental-controls-guide/

Managing in-game spending

e Use available tools to set spending limits

* Gift cards can be very useful for game credit

* Set a weekly or monthly spend on in-game purchases
* Discuss free versus paid

internetmatters.org/wp-content/uploads/2021/03/Internet-Matters-In-Game-Spending-Guide-ver2.pdf

askaboutgames.com/play-parents-guide-to-keeping-gaming-costs-sensible



https://www.internetmatters.org/wp-content/uploads/2021/03/Internet-Matters-In-Game-Spending-Guide-ver2.pdf
http://www.askaboutgames.com/play-parents-guide-to-keeping-gaming-costs-sensible

Ask About Gaming Website

* What parents need to know about games
* Setting up family controls
* Discover amazing family games

askaboutgames.com/



https://www.askaboutgames.com/

Children and Social Media 13+

What are the risks?

* Upsetting/inappropriate * Exposure of personal information
content

* Inappropriate behaviour
* Over-sharing
* Feelings of loneliness

* Promotion of harmful behaviours

* Unrealistic sense of body image or
reality

nspcc.org.uk/keeping-children-safe/online-safety/social-media/



https://www.askaboutgames.com/play-parents-guide-to-keeping-gaming-costs-sensible

Is your child ready?

* Minimum age requirements — the age of digital consent

* Development and maturity

 What are their social skills like?
 How do they deal with negative experiences?
* Will they come to you if they need help?

* Are you ready?

thinkuknow.co.uk/parents/articles/is-my-child-ready-for-social-media/



https://www.thinkuknow.co.uk/parents/articles/is-my-child-ready-for-social-media/

What Conversations do we need to have
with our children?

What would you
do if a friend

* Friends and relationships was mean to
e Share with care you online?

* Know how to report and get help

* How to setup privacy settings

What does a
healthy

relationship
look like?




TikTok Parental Control Settings

* Family pairing — link the parent and teen accounts

* Manage screen time limits (within Digital Wellbeing)
e Turn on restricted mode

* Make an account private

* Filter comments

parentzone.org.uk/article/tiktok

internetmatters.org/parental-controls/social-media/tiktok-privacy-and-safety-settings/



https://www.internetmatters.org/parental-controls/social-media/tiktok-privacy-and-safety-settings/
https://parentzone.org.uk/article/tiktok

Snapchat Parental Controls

* Snapchat Family Centre - in-app tool that allows
parent to connect to their child

* Privacy settings allow you to:
* Change contact settings
* Choose who can view your story
* Turn off location sharing (Ghost Mode)
* Block & report someone

internetmatters.org/parental-controls/social-media/snapchat/



https://www.internetmatters.org/parental-controls/social-media/tiktok-privacy-and-safety-settings/

Parental Controls from your Internet Provider

The 4 big internet providers in the UK — BT, Sky,
TalkTalk and Virgin Media — provide their customers
with free parental controls which can be activated at
any time. They have come together to produce these
helpful video guides to help you to download and
set-up the controls offered by your provider.

saferinternet.org.uk/guide-and-resource/parental-controls-offered-by-your-home-internet-provider



https://saferinternet.org.uk/guide-and-resource/parental-controls-offered-by-your-home-internet-provider

Google Family Link

* Allows creation of Google accounts for U13s
* You will need to create a Google account

* Google Family Link helps manage a child
device user by allowing parents to set digital
rules and setting up supervised devices
(Android) ’

Manage app access

Set screen time / bedtime
routine

Purchasing rules

internetmatters.org/parental-controls/smartphones-and-other-devices/google-family-link/

internetmatters.org/parental-controls/smartphones-and-other-devices/windows-11-parental-controls/



http://www.internetmatters.org/parental-controls/smartphones-and-other-devices/google-family-link/
http://www.internetmatters.org/parental-controls/smartphones-and-other-devices/windows-11-parental-controls/

Focus on YouTube/YouTube Kids

YouTube Kids

* Parent Allowlisting.

* Select content based on child’s age.
* Approve what your kids can watch.
* Limiting screen time.

Main YouTube
e Supervised Experience (for 9+).

esafety-adviser.com/youtube-parental-restrictions/



http://www.esafety-adviser.com/youtube-parental-restrictions/

Apple Family Sharing

* Allows parent or guardian to set up an Apple ID for a
child under 13

e Useful if you are an Apple household
* Up to 5 family members can share Apple services

* Parental controls include device location, “Ask to Buy” &
screen time limits for specific apps

internetmatters.org/parental-controls/smartphones-and-other-devices/apples-family-sharing/



https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/apples-family-sharing/

Useful Websites

* https://www.internetmatters.org/

e https://parentzone.org.uk/

* https://www.askaboutgames.com/

* https://www.bbc.com/ownit

* https://www.thinkuknow.co.uk/parents/

e https://www.childnet.com/parents-and-carers/



https://www.internetmatters.org/
https://parentzone.org.uk/
https://www.askaboutgames.com/
https://www.bbc.com/ownit
https://www.thinkuknow.co.uk/parents/
https://www.childnet.com/parents-and-carers/
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