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ARaise awareness of online risks

AOffer practical ideas and tools to help
you to stay in control



How much screen time should my
child have each day?

Should they be allowed
devices In thelr room?

Should | setup parental controls? How do
| find out about this?
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Snapchat. Should | let my child?



KNOWLEDGE v

WISDOM
Many children pick Understanding
up technology how to behave In

quickly the online world




A73%of 811 year olds use th¥outubesite or app

Achildren age®-4 spend ove8 hours a week online

A21%of 10 year olds &3%of 11 year olds have a
social media profile

Children and Parents: Media Use and Attitudes Report Nov 2016



A YOLO

A You only live once
A sk
A school

A What is a MMORPG?
A Massively multiplayer

online roleplaying game

A ROFL
A Roll on floor laughing
A DKDC
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A FOMO

A Fear of missing out
A G2G

A Got to go

A PIR

A Parent in room

A GNOC

A Get naked on camera
A ASL

A Age, sex, location
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What are children

doing online?



Being online
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Talk to strangers!




Lego launches 'safe’ social network for under-13s
TECH 31Jan2017 f Yy .<:

www.lego.com/engb/life



http://www.lego.com/en-gb/life
http://www.lego.com/en-gb/life
http://www.lego.com/en-gb/life

"HChance to present to a huge audience

"HHaving an audience interested in something yc
oresent can be confidence boost

"HMaybe unrehearsed and unedited

"HLIve streaming can be unpredictable and hard
moderate

"HHave been news reports about live streaming
neing used to broadcast harmful or abusive
pehaviour

http://parentinfo.org/article/live-streaming-a-parent-s-guide
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positive comments was very important and they
put a lot of effort into curating their online image.
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of portraying their identity, but putting stuff up
about their interests, hobbies or passions was les
usual, as they did not want to mark themselves
out as different, or push the boundaries of social
norms.

http://www.saferinternet.org.uk/research



http://www.saferinternet.org.uk/research

While some boys did post selfies, this was less
common than with girls. Boys appeared to be
subject to pressures around testing boundaries,
and social media seemed to provide a space whe
male friendship groups might act more 'tough' an
rude than they would in real life. This was
enhanced by the fact that many of them
participated in large growghat functions on

social media, through services like Facebook
messenger and WhatsApp

http://www.saferinternet.org.uk/research



http://www.saferinternet.org.uk/research

Soclal mediac who are their
friends???

Reatlife
friends
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When Vine, Instagram & Youtube
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. AA social network for creating &
Musical.ly  sharing 15second clips, featuring

users lipsynching or dancing to
@ poOp songs

Risks include:
Alnappropriate language & content

AStrong linkage to other social
networking sites

APrivacy risks if profile is public

Useful parents guide:
http://parentinfo.org/system/files/attachments/Musical%20ly%20Parent%20

Guide.pdf



http://parentinfo.org/system/files/attachments/Musical ly Parent Guide.pdf
http://parentinfo.org/system/files/attachments/Musical ly Parent Guide.pdf

ABe aware of the environment
A Stranger danger

A Additional costs (14,500 Pokécoins = £79.
ABattery drain
APlay together!




B Instagram

A Instagram is a photo and video
sharing app

A People can connect with one
another through comments,
captions, emoticons and hashtags
photos and videos




You control your privacy

A By default posts arpublic. Set posts t@rivate
so that you have to approve other users before
they see your posts.
t NA Gl Oé OFy Qi 0S LISNFS
A Your profile igublic (profile photo, username
and bio). What information should be included
Locationsharing

A Do you really want people to know where a
picture was taken?
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Things to consider:

A Is the content agappropriate? (NSPCC
Netaware)

A Is there advertising is this appropriate?

A Are there ingame or irapp purchases? Can thes
be turned off?

A Are there reporting mechanisms? Can | block
other users?

A Are there privacy settings? Are they easy to use
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Behaviour
5 of teenagers have posted
43 A] information online they
later regretted >

€ Digital footprint

@ Respect and manners
®Regulating time spent online
@ Oversharing




- Sexting: advice
ww.. forparents

How to talk to your child about the risks of sexting — and what you ¥
can do to protect them

' -

“ Film 2 helps you learn about effective strategies for talking to yoﬂr child about nude or nearly nude images
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In 2015/16 there were 1,392 counselling

sessions on sexting, a 15% increase on the
previous year.

h(tpsw%v?w.tﬁnkg%ng\;v.éo.uk/papentls_/‘\l%e-‘éélﬁes-%hzﬁp;reng-and-cgrerl;-neeed-to- our

https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/sexting/
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https://thinkuknow.co.uk/parents/Romeo _and Juliet/
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Our new film highlights the ongoing need to talk to our children about sex, relationships and the
internet.


https://thinkuknow.co.uk/parents/Romeo_and_Juliet/

Concerns
- of children worry about
57 A} coming across
pornographic, violent or
other unsuitable content
3

M Adult content

© Hurtful and harmful content
@ Reliable information

O Illegal downloading




Relationships

-\ of the online friends of

29% children aged 12 to 15 are
not persconally known to
them °

€ Online friends
@ Privacy settings
() Grooming

&) Online bullying
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«Poor school performance
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T JCAN RUIN UR LIFE
NO 1 LIKES YOU!
LOSER

A Tell someonetell a trusted adult if you are being
bullied online

A5 2y Q0 mbsbdfdhediie the bully is looking for
a reaction

A Save the evidencdake screen shots of the bullying

A Report abuseto the relevant social media site using
UKS awSLIE2NU | 6dzaSé 2NJ daw




@ Advertising G
@ In-app purchases
@ Pop ups
@ Spam Privacy
p of apps send information
59% about the device and

user habits to a third
party’



A Graphic violence

A Language e
A Online communication orEse ranT

A Addiction
A Behavioural changes

Behaviour

: of parents are worried
38 /::1 about aspects of their
child's game playing ?




What can we do
to help to keep

our children safe
online?




"HShow an interest
"HChildren show you how to
use technology

"HAQgree on acceptable use
"HModel use of tech
"HAgree on sanctions










